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ABSTRACT

Blacklist-based tools are most commonly used to effectively detect suspected malicious processes. The blacklist-based tool
compares the malicious code extracted from the existing malicious code with the malicious code. Therefore, it is most
effective to detect known malicious codes, but there is a limit to detecting malicious code variants. In order to solve this
problem, the necessity of a white list-based tool, which is the opposite of black list, has emerged. Whitelist-based tools do
not extract features of malicious code processes, but rather collect reliable processes and verify that the process that checks
them is a trusted process. In other words, if malicious code is created using a new vulnerability or if variant malicious code
appears, it is not in the list of trusted processes, so it can effectively detect malicious code. In this paper, we propose a
method for effectively building a whitelist through research that collects reliable processes in the macOS operating system.
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Table 1. The operating Systems release date

Operating System Release date
Mac OS X public 9000. 12. 13
Beta
Mac OS X 10.0 2001. 3. 24
Mac OS X 10.1 2001. 12. 25
Mac OS X 10.2 2002. 8. 24
Mac OS X 10.3 2003. 10. 24
Mac OS X 10.4 2005. 4. 29
Mac OS X 10.5 2007. 10. 26
Mac OS X 10.6 2009. 8. 28
Mac OS X 10.7 2011. 7. 20
0S X 10.8 2012. 7. 25
OS X 10.9 2013. 10. 22
0S X 10.10 2014. 10. 16
0S X 10.11 2015. 12. 30
macOS 10.12 2016. 12. 20
macOS 10.13 2017. 12. 25
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Table 2. Preview's codesign Info

Category Value
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Table 6. Process change information
Basic 0.5Y Later
/System/ 3653 4440
/sbin/ 42 40
/usr/ 1437 1634
/bin/ 36 35
sum 5168 6149
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Table 7. Ransomware detection experiment
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encryption algorithm AES CBC mode
U Deskt
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